
New User System Access Guide

PURPOSE

This document is to guide APHIS and FAS employees , regardless of which agency is being serviced, in completing the New User System Access Request that is processed by the MRP-FAS-SECURITY TEAM.  The form includes access to:

Financial Management Modernization Initiative (FMMI) and the FMMI reporting systems
	Business Intelligence (BI) reporting
	Business Objects (BOBJ) reporting
	HANA reporting
	ECC
APHIS Cost Management System (ACMS) (MRP Only)
CRM-Grantor (FAS only)

It also explains how to request changes and deletions to an employee’s access to FMMI, ACMS and CRM-Grantor.

NEW USERS		 

Users are classified as “new” if they are new to the agency and/or have never had access to the requested system.  The user must have the proper roles to perform their duties. The new user’s manager will identify the required roles (typically based on another employee in a similar position).

FMMI, ACMS, AND CRM-GRANTOR ACCESS

A single form is used to request access to for FMMI, ACMS and CRM-Grantor.  The form can be found on the web at http://www.aphis.usda.gov/business-services/fmmi, Access for New Users, New User Request.  

The top portion of the form refers to the employee:  Agency – identify what agency you belong to (APHIS/FAS);  Employee Type – select if the employee is permanent, contractor, or temporary;  System(s) – identify what system the employee requires access (FMMI, ACMS, or Grantor);  Select the agencies you need access – mark all agencies that you will be servicing.  

Section 1 – User Information

This section provides the necessary information on the employee to create access to the systems.

Section 2 – FMMI Access 

Roles
The manager must identify the necessary roles that the employee will need in FMMI.  There are two options that can be used to set up roles:


Copy Existing – this allows the manager to “mirror” another employees access, the name of the existing employee is needed.

Other-specify – the manager can submit a separate sheet stating exactly what roles they want the employee to have.  Commonly requested roles for FAS include:  Funds Reservation Processor which is needed to create, modify or close out Funds Reservation Documents and Invoice Processors which allows you to request foreign participant maintenance checks (FAS, OCBD only).

Section 2a – FMMI Training and Registration

FMMI Training 
There are four PowerPoint training courses.  Each training course has a certification page that must be completed by the employee and should be retained by the manager as back-up to the certification being required on the request form.

The required FMMI training courses are posted to the web:
1. FMMI Overview Training (PPTX) (06/14)
2. ECC Training (PPTX)(06/14)
3. Master Data Training  (agency specific)
· APHIS
· FAS 	
4. General Ledger Training (PPTX)(06/14)
FMMI Self-Registration
FMMI registration is initiated by the employee and must be done prior to submitted the request form.  Roles cannot be created if the employee has not registered.  Registration requires that the employee has an eAuthorization ID and password.

1. Go to the USDA FMMI homepage
2. Click Login/Enroll and follow the prompts 
[image: ]

**Note:  DO NOT check the “Accessibility” block unless you are a user with special needs. If a user does select this, they will get a message asking to open or save a file when they try to do anything in FMMI.**  If you are returning back to the Agency and previously had FMMI access, please 
DO NOT re-register.  This will cause major errors in the FMMI system.








Section 3 – ACMS (APHIS Only)

ACMS General User Access only requires manager approval.  Anyone seeking the ACMS Administrator Roles must also gain written approval from the Budget Execution Support Team (BESB) or the Agreements Services Center (ACS).  The approval must be included with the request form (email approval will be accepted).  ACMS does not have any mandatory training for this system.

Section 4 – CRM-Grantor (FAS Only)

Select the CRM-Grantor Role from the list provided:
	CRM-Grantor Role
	Function

	Agency Grants Management Officer
	Create or edit programs, agreements, amendments, claims, recipients, and contacts; generate award documents; provide stage 1-5 approval; upload progress reports; generate FFATA reports; close out agreements; close programs

	Assistant Deputy Administrator 
	Search or view programs, agreements, amendments, claims, work lists, recipients, contacts, and progress reports; provide stage 6 approval

	Branch Chief
	Search or view programs, agreements, amendments, claims, work lists, recipients, contacts, and progress reports; provide stage 2 approval

	Budget Official
	Search or view programs, agreements, amendments, claims, work lists, recipients, contacts, and progress reports; provide stage 7 approval; create or edit funds pre-commitment; de-obligate funds

	Deputy Administrator
	Search or view programs, agreements, amendments, claims, work lists, recipients, contacts, and progress reports; provide stage 6 approval

	Deputy Administrator Staff Member
	Search or view programs, agreements, amendments, claims, work lists, recipients, contacts, and progress reports

	Division Director
	Search or view programs, agreements, amendments, claims, work lists, recipients, contacts, and progress reports; provide stage 3 approval

	Grantor Evaluator
	Search or view programs, agreements, amendments, claims, work lists, recipients, contacts, and progress reports

	Grants Invoice Processor
	Create claims; search or view programs, agreements, amendments, work lists, recipients, contacts, and progress reports

	Grants Management Officer
	Search or view programs, agreements, amendments, claims, work lists, recipients, contacts, and progress reports; provide stage 4 approval; close out agreements

	Program Assistant
	Create or edit agreements, amendments, and contacts; edit claims; upload progress reports; search or view programs, work lists, and recipients

	Program Manager
	Create or edit agreements, amendments, and contacts; edit claims; upload progress reports and edit status; search or view programs, work lists, and recipients; generate award documents; provide stage 1 approval; post and edit funds pre-commitment

	Special Assistant
	Search or view programs, agreements, amendments, claims, work lists, recipients, contacts, and progress reports; provide stage 5 approval


Please note that when requesting these two roles, additional FMMI roles must be requested:
· Grantor Budget Official Role requires the FMMI Funds Pre-Commitment Processor role.
· Grantor Program Manager Role requires the FMMI Funds Pre-Commitment Approver role. 






Section 4a – CRM-Grantor Training

There is one mandatory PowerPoint training course for Grantor users.  The training course has a certification page that must be completed by the employee and should be retained by the manager as back-up to the certification being required on the request form.  The required Grantor training course is posted to the web:
· Introduction to Grantor

Section 5 – User Acknowledgement

The employee must sign (manually or using LincPass) certifying that they have completed the mandatory IT security training as well as the mandatory FMMI and Grantor training (based on access being requested).

Section 6 – Authorization

The manager must sign (manually or using LincPass) certifying that the user has completed the IT security training as well as the mandatory training for the systems being requested.  Managers must provide their printed name, title, and email address.

REQUESTING CHANGES OR DELETIONS TO ACCESS

FMMI or ACMS
Managers must submit an email to the MRP-FAS-SECURITY TEAM, mrp.fas.security.team@aphis.usda.gov, requesting needed changes or informing them that an employee no longer requires access and the account should be deleted.

CRM-Grantor
Managers must submit an email to the Agency’s AGMO requesting necessary action.  The Agency AGMO will take the necessary steps in Grantor to reassign active agreements to appropriate program staff members and will forward the necessary access changes/deletion to the MRP-FAS-SECURITY TEAM.  NOTE:  Only the Agency’s AGMO can contact MRP-FAS-SECURITYT TEAM with Grantor changes/deletions.

OTHER

FMMI Accessed Denied
If a user receives the following FMMI error, it indicates that their access has been disabled.
[bookmark: _GoBack]This can happen for a number of reasons, but typically it is because the MRP-FAS-SECURITY TEAM  did not receive the quarterly security certification from the manager by the due date.  

[image: ]

On a quarterly basis, the MRP-FAS-SECURITY TEAM sends a report to managers to verify that users still have the correct FMMI access.  Managers must sign and date the quarterly security certification memo and return it via email to mrp.fas.security.team@aphis.usda.gov by the due date to ensure their employees continued access.  If they miss the deadline access with be removed for all users on the list; once the signed certification is submitted access will be restored.

FMMI Access when Transferring Agency
If you transfer from one agency to another (i.e. leaving FSIS and transferring to APHIS), please have your former Security Administrator delete your FMMI account with your former agency.  This must be completed before FMD Security can grant your new access.

FMMI Name Changes
Provide the MRP-FAS-SECURITY TEAM with your name change.  They will update their database so it contains both the old name and the new name. The user id will remain the same.

QUESTIONS

Please direct questions regarding FMMI, ACMS and Grantor access issues to the MRP-FAS-SECURITY TEAM, mrp.fas.security.team@aphis.usda.gov.  We strive to respond within 24 hours.

OTHER CONTACTS

· eAuthentication access and password resets are not handled by the MRP-FAS-SECURITY TEAM.

APHIS employees should submit an email to APHIS Remedy at aphisremedy@aphis.usda.gov or call 1-877-944-8457.

FAS employees should submit an email to the CASE Support Team at Case_Support@fas.usda.gov or call 202-720-6763.

· Access to other USDA systems can be obtained by contacting:

	SYSTEM
	APHIS
	FAS
	CONTACT

	NFC Main Frame (AD-3100P)
	X
	
	MRP-FAS-SECURITY TEAM
mrp.fas.security.team@aphis.usda.gov 

	NFC Reporting Center (AD-3100R)
	X
	
	MRP-FAS-SECURITY TEAM
mrp.fas.security.team@aphis.usda.gov

	CONCUR
	X
	X
	Program’s Federal Agency Travel Administration (FATA)

	HR/Payroll Systems
	X
	
	hr.system.access@aphis.udsa.gov


	
	
	X
	Angela Barnett, angela.barnett@fas.usda.gov
202-720-1740.

	IAS (IAS-200 Access Request Form)
	X
	
	Shandra Turner, 301-851-2663
Procurement SharePoint

	
	
	X
	Jeet Motwani,  202-720-5237
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