APHIS System Access Guide
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The Financial Management Modernization Initiative (FMMI) is the financial system used by all USDA agencies.  To be granted access, a supervisor must request the proper FMMI roles on behalf of the employee.  The system determines if the combined roles requested meet internal control guidelines.  Certain roles cannot be combined in order to maintain proper separation of duty controls in the system. The supervisor must also attest that the employee has received the proper FMMI training.

Employees must go through agency defined FMMI training. Only after the FMMI training is complete and the employee has registered in FMMI may a user be granted FMMI access.

The administration and maintenance of APHIS employees’ FMMI roles is performed by the APHIS Security Administrators (SAs) employed by APHIS.  The SAs enter the requests into the system, request mitigating controls, if required, and grant the roles requested. They are required to maintain the security forms and must ensure that those granted access have had the proper training.  They must also conduct a quarterly review to ensure that all employees have appropriate roles and employees who have left the agency have been removed.

Supervisors, employees, and security administrators have separate roles and responsibilities regarding FMMI role setup and maintenance:

Supervisors:
· Work with the new employees to complete the AD-1143.  
· Make sure to complete boxes 29-31, Background Investigation, is complete (APHIS only).
· Ensure new employees have completed their FMMI training.
· Submit the completed forms to the SA (AD-1143 and certification that training was completed).
· Work with the new employees to ensure they have completed their FMMI registration, instructions will be provided by the SA. 
· Notify SA’s of changes to employee roles.
· Notify SA’s of removal of employee from FMMI.
· Respond promptly to quarterly certification requests.

New Employees:
· Work with your supervisor to complete the access request (AD-1143).
· Sign and date AD-1143 in blocks 27-28.
· Complete FMMI training.
· Register in FMMI.  The SAs will provide instructions for this process once FMMI training has been confirmed.

Security Administrators:
· Review AD-1143 for completeness (work with supervisor if missing information).
· Provide the user with instructions for registering in FMMI.
· Submit access requests for new user and change requests to existing users.
· Submit quarterly certification letters to managers.
· Review quarterly certification audits for changes to a user’s FMMI, or ACMS profile.  Update access accordingly.



REQUESTING FMMI ROLES FOR NEW USERS

Users are classified as “new” if they are new to the agency and/or have never had access to FMMI. The user must have the proper FMMI roles to perform their duties. The new user’s supervisor will identify the required roles (typically based on another employee in a similar position).

New users, along with their supervisor, must complete the AD-1143 (Corporate Systems Access Request Form) to obtain FMMI access and role assignment.  APHIS has created modified AD-1143 form to simplify the process. This is the only versions that will be accepted when requesting FMMI access for APHIS employees.

The APHIS version of form AD-1143 can be found at:  http://www.aphis.usda.gov/library/forms/pdf/AD1143.doc

The user’s supervisor must sign and send the completed from AD-1143 with the certification pages indicating training was complete to APHIS-MRPBS FMD Security (aphis-mrpbsfmdsecurity@aphis.usda.gov) for processing. To assist the supervisor in requesting the proper FMMI roles, the security form lists user role sets for various APHIS and FAS functions.

For example, a typical budget analyst in the region or field office will select the Budget (Non- Headquarters) set.  From there, the SA’s will grant the user the following FMMI roles:

Accounts Receivable Evaluator
Funds Management Evaluator IAS Interface Reporter Shorthand Code Evaluator
Commercial Vendor and Customer Master Data Evaluator Accounts Payable BI Reporter
Accounts Receivable BI Reporter Cost Management BI Reporter Funds Management BI Reporter General Ledger BI Reporter Purchasing BI Reporter
BI Payroll Reporter

Alternatively, the supervisor should confirm that all mandatory FMMI training has been completed. Once confirmation that all FMMI training and registration is received, the SA will grant access. The turn-around time will be approximately 7 – 10 days.  You will be notified when your request is completed via e-mail notification from the FMMI system.

To recap, to be granted FMMI access the following steps must be completed:

1. The SA provides the user with instructions for registering to FMMI.
2. The SA provided user with a list of required training.
3. The user completes FMMI training.
4. The user provides supervisor with the signed certificates from each training module.
5. The supervisor submits a signed copy of Form AD-1143 and the signed training certificates to the SAs.


REQUESTING ACMS ACCESS
For new APHIS users, this same AD-1143 form is used to set up ACMS (block 22). Typically a new user should fill in this section as well as the FMMI access section. Please follow instructions accordingly.

REQUESTING ADDITION AND DELETIONS OF FMMI ROLES

An AD-1143 is not needed when requesting FMMI roles to be added or deleted.  An e-mail from  the supervisor will suffice. The turn-around time will be approximately 7 – 10 days and the employee will be notified when the request is completed via an e-mail notification from the FMMI system. Oftentimes, the e-mail is somewhat cryptic and difficult to tie back to your request for FMMI roles.

FMMI ACCESS NO LONGER NEEDED

If you no longer need FMMI access, please have your supervisor notify APHIS-MRPBS FMD Security aphis-mrpbsfmdsecurity@aphis.usda.gov to have your FMMI account deleted.

FMMI ACCESSED DENIED

If a user receives the following FMMI error, it indicates that the SA has disabled a user.
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This can happen for a number of reasons, but typically it is because the SA’s did not receive the quarterly security certification audit by the due date from the user’s supervisor.
The supervisor must sign and date the quarterly security certification memo and send it to aphis-  mrpbsfmdsecurity@aphis.usda.gov.  Once the SA e-mail box receives the quarterly security certification memo signed and dated by the supervisor, the SA will unlock the user’s FMMI account.

TRANSFERRING FROM ONE AGENCY TO ANOTHER

If you transfer from one Agency to another Agency (i.e. leaving FSIS and transferring to APHIS), please have your former Security Administrator delete your FMMI account with your former Agency.  Failure to do this will only cause further delays with establishing your FMMI account with your new Agency.

CHANGING NAMES

Name changes cannot be accommodated easily in FMMI. Provide the SA’s with your name change.  They will update their database that will contain the old name and the new name. The user id will remain the same.

INQUIRIES

After reviewing the information above, if you still have questions, please submit all security requests, issues, concerns, problems, and questions directly to APHIS-MRPBS FMD Security  aphis-mrpbsfmdsecurity@aphis.usda.gov.  We will respond within 24 hours of receipt of your request.  The APHIS Security team handles the following:

· Hyperion Studio password resets
· NFC Reporting Center password resets

For e-Authentication password resets, please e-mail APHIS Remedy – APHIS or call 1-877-944- 8457.
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