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Question 1 
If your coworker is able to access your 401k account to check your balance, which 
secure system property is being violated? (Select One) 

a. Availability

b. Authentication

c. Confidentiality

d. Integrity

Question 2 
The goal of ISS is to: (Select One) 

a. Encourage hackers.

b. Protect information systems against unauthorized access.

c. Decrease availability of systems.

d. Both encourage hackers and decrease availability of systems.

Question 3 
Both internal and external threats can bring down a system. Which of the following 
represents an internal threat? (Select One) 

a. Disgruntled user

b. Hackers

c. Terrorist group

d. Protesters
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Question 4 
Protecting your identity is essential, even on your personal or home computer. You 
should consider doing all of the following except (Select One): 

a. Respond to emails asking you to verify your personal information.

b. Ask how information will be used before giving it out.

c. Pay attention to credit card and bank statements.

d. Avoid common names ⁄ dates for passwords and PINs.

Question 5 
Theo receives an email from his bank while at work. The email emphatically states that he must 
verify his personal information immediately or his account will be closed. He clicks the link 
provided in the email and enters all of his information online. This is an example of (Select One): 

a. Email attachments

b. Phishing

c. Cookies

d. Mobile code

Question 6 
Which of the following will help reduce your risk of identity theft when engaging in e-
commerce? (Select One) 

a. Respond to email inquiries only from institutions you do business with regularly.

b. Use e-commerce for all transactions.

c. Click on links sent to you from trusted providers.

d. Confirm the site you are using uses an encrypted link.
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Question 7 
Nancy just read in her local newspaper that the FBI has determined that this crime is 
growing more rapidly than many others -- Which is it? (Select One) 

a. Embezzlement

b. Fraud

c. Murder

d. Identity theft

Question 8 
Henry is working from a USDA office. He has several tasks to perform today: 1) he logs onto his 
USDA computer to get started; 2) he faxes a sensitive document to his supervisor using a fax 
machine with the appropriate clearance; 3) he confirms some appointments and project due 
dates and enters them into his PDA; and 4) he calls his supervisor on his cell phone to review 
the document he just faxed over. Which of Henrys actions was a mistake? (Select One) 

a. Using a complex password to log onto the computer.

b. Downloading data to his PDA.

c. Using a fax machine with the appropriate level of clearance to send the sensitive fax.

d. Using a cell phone to discuss sensitive information.

Question 9 
Personal digital assistants or PDAs, such as Blackberrys or Palm Pilots, pose a security 
threat because (Select One): 

a. Their small size and low cost make them easy to obtain and difficult to control.

b. They have tremendous connectivity and storage capabilities.

c. It can be easy for a person to set up a PDA to download information from your computer.

d. All of these answers are correct.
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Question 10 
When setting up a privileged account, you should do all of the following except (Select One): 

a. Monitor privileged user activities.

b. Assign a privileged user to a group account.

c. Assign a privilege user account to a specific person.

d. Set user access.

Question 11 
For Official Use Only (FOUO) and Controlled Unclassified Information (CUI) may include all 
of the following except (Select One): 

a. Secret information

b. Personnel information

c. Payroll information

d. Sensitive information

 Question 12 
What is not PII? (Select One) 

a. Information about or associated with an individual

b. Zip code

c. Place of birth

d. Employment History
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