UNITED STATES DEPARTMENT OF AGRICULTURE
ANIMAL AND PLANT HEALTH INSPECTION SERVICE

MARKETING AND REGULATORY PROGRAMS BUSINESS SERVICES

INFORMATION TECHNOLOGY DIVISION

APHIS NEW USER ACCOUNT AND
PRIVILEGED ACCESS CONTROL FORM

Blocks 1 through 10 to be completed by requestor

1. USER NAME

Last Name: First Name:

2. DATE OF REQUEST
Middle Initial:

3. USER PHONE NUMBER (including area code)

4. USER EMAIL ADDRESS

5. USER EMPLOYER (choose only one)
O APHIS
[0 CONTRACTOR
[J OTHER Specify:

6. TYPE OF REQUESTED ACCESS (choose only one)
[0 PERMANENT
[0 TEMPORARY/EMERGENCY (must complete Block 10)
[ ID not required

7. SYSTEM(S) TO WHICH ACCESS IS REQUESTED
(server/system names and/or database names, if applicable)

8. ACTION REQUESTED (choose only one)
[ Establish new user account
[ Terminate user account
[ Modify user account (use Block 9 to specify instructions)

9. INSTRUCTIONS (if any) FOR ACCOUNT PRIVILEGED ACCESS
MODIFICATION

10. DURATION/HOURS OF REQUESTED ACCESS
[ Temporary/emergency (less than 1 year)
Access end date:
Periods of access (annual renewal required)
[ Core work hours
[ Weekends (12:00 AM Saturday-11:59 PM Sunday)
[ Other Specify:

Blocks 11 through 14 to be completed b

requestor if user is not an APHIS employee

11. NAME AND ADDRESS OF USER'S EMPLOYER (company or
Federal/State/local agency)

12. USER’S SUPERVISOR (name, title, phone number)

13. CONTRACT NUMBER (If applicable)

14. APHIS POINT OF CONTACT (e.g., Contracting Officer's Representative)

Block 15 must be completed for all requests

15. REASON FOR ACCESS (describe clearly and precisely the detailed nature of the tasks being performed by the user)

Block 16 to be completed by System owner or employee’s supervisor, Program ISSM (if user is an APHIS employee), or APHIS contracting officer
representative (COR) (if user is a contractor) of the system for which the user is requesting elevated privileges. Check the appropriate box and
apply signature.

For digital signatures, please use LincPass.

16. [ Supervisor
[ System Owner
[ Program ISSM
O cor

System Owner/Program/ISSM/COR printed name (if not using digital signature):

Blocks 17 and 18 to be completed by APHIS CISO or Deputy CIO/CIO
For digital signatures, please use LincPass.

17. APHIS AUTHORIZING OFFICIAL:

O ciso
[ Deputy CIO
Ocio

18. ADDITIONAL INFORMATION

APHIS FORM 513 (APR 2015)



INSTRUCTIONS FOR COMPLETING APHIS FORM 513

Use a computer to complete this form. Forms completed by hand will not be accepted (with the
exception of signature blocks).

. The APHIS supervisor of the requestor will complete this form through the first part of Block 15,
and forward the form to system owners/program ISSMs/CORs for the following user events:

a.

d.

Work start date — form will be submitted 14 calendar days prior to work start date if the
position’s job functions require elevated or privileged access. This typically involves personnel
fulfilling IT or development functions.

Intra-Agency transfer or change of job duties — form will be submitted within 14 calendar days
preceding these events.

Termination — form will be submitted within 7 calendar days following employee or contractor
termination, or cessation of work for which access was required; or

Any other event requiring elevated or administrative privileges of any kind for an IT system.

. When there are multiple systems for Block 7, the requestor must complete one APHIS Form 513
for elevated privileges and rights for each of the multiple systems unless the privileges and rights
are exactly the same for each of the systems.

For Block 16:

a. All System Owners/supervisors/Program ISSMs/CORs will check the appropriate box
indicating their role and:
1) Apply their digital LincPass signature or sign in ink; and
2) Email the completed PDF to ISB_Security Management_Team@aphis.usda.gov.

For Block 17:

a. All authorizing officials will check the appropriate box indicating their role and apply their

digital LincPass signature or sign in ink. Signed forms will be scanned into a PDF document
and emailed to ISB_Security Management_Team@aphis.usda.gov.



mailto:xxxxxx.xxxxxx@aphis.usda.gov
mailto:xxxxxx.xxxxxx@aphis.usda.gov

	APHIS: Off
	CONTRACTOR: Off
	OTHER: Off
	PERMANENT: Off
	TEMPORARYEMERGENCY must complete Block 10: Off
	ID not required: Off
	Establish new user account: Off
	Terminate user account: Off
	Modify user account use Block 9 to specify instructions: Off
	Temporaryemergency less than 1 year: Off
	Core work hours: Off
	Weekends 1200 AM Saturday1159 PM Sunday: Off
	Other: Off
	14 APHIS POINT OF CONTACT eg Contracting Officers Representative: 
	Block 16 to be completed by System owner or employees supervisor Program ISSM if user is an APHIS employee or APHIS contracting officer: 
	Supervisor: Off
	System Owner: Off
	Program ISSM: Off
	COR: Off
	CISO: Off
	Deputy CIO: Off
	CIO: Off
	APHIS FORM 513 APR 2015: 
	2 DATE OF REQUEST: 
	4 USER EMAIL ADDRESS: 
	3 USER PHONE NUMBER including area code: 
	Specify: 
	7 SYSTEMS TO WHICH ACCESS IS REQUESTED serversystem names andor database names if applicable: 
	Periods of access annual renewal required: 
	Specify_2: 
	9 INSTRUCTIONS if any FOR ACCOUNT PRIVILEGED ACCESS MODIFICATION: 
	11 NAME AND ADDRESS OF USERS EMPLOYER company or FederalStatelocal agency: 
	12 USERS SUPERVISOR name title phone number: 
	13 CONTRACT NUMBER If applicable: 
	1: 
	 Last Name: 
	  First Name: 
	  Middle Initial: 



