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BACKGROUNO 

o r 

The Animal & Plant Health Inspection Service (APHIS), Marketing & Regulatory Programs, 
Business Services (MRP-BS), Information Technology Division (ITO), Technology Management 
Branch (TMB), Telecommunications Networking Team ensures that the telecommunications 
infrastructure for APHIS meets or exceeds the requirements of APHIS customers. While 
telecommunication services include data, video, and voice technologies, the primary focus of the 
Networking Team is providing the technology required to support data transmission for APHIS 
Program Initiatives. This includes Wide Area Networking (WAN), l ocal Area Networking (LAN) 
and IP telephony responsibilities for APHIS locations around the world . APHIS has converged 
networks at some sites where Voice. Video and data is run on the same network. 

2 

The Animal and Plant Health Inspection Service (APHIS) is responsible for protecting and 
promoting U.S. Agricultural Health, administering the Animal Welfare Act, and carrying out wildlife 
damage management activities. 

The APHIS mission is an integral part of U.S. Department of Agriculture's (USDA) efforts to 
provide the Nation with safe and affordable food. Without APHIS protecting America's animal and 
plant resources from agricultural pests and diseases, threats to our food supply and to our 
nation's economy would be enormous. 

APHIS has experienced a tremendous growth in the amount and usage of Information 
Technology resources in support of its mission. Services such as e-mail, electronic government 
and the APHIS Website presence have become integral components of program delivery. The 
services are expected to be more available and more reliable than ever before. 

OBJECTIVES 

The objective of this contract is to obtain the necessary resources needed to meet the ever 
increasing IT needs of customers . APHIS IT has requirements for a wide range of IT needs based 
on Software, Hardware, Systems and Support Services. These tasks invotved are specific to 
Video, Network Security, Telecommunications Administrations , Voice over IP Telephony, and 
Network Engineering. When the project is completed , the objectives of the task orders will meet 
the customers' needs in a satisfactory manner. 

TASK TO BE PERFORMED 

IT Process Support and Deliverables 

I. Design technicat solutions supporting APHIS' network infrastructure. This includes 
development of alternatives for new or upgraded hardware, software, system or service 
by doing a cost/benefit analysis of alternatives, and the development of documentation 
for presentation to management and technical personnel that clearly and accurately 
describes the alternatives_ 
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2. Coordinates and performs pre-installation and installation of hardware, software. systems 
or services associated with the implementation of an approved design or plan. 

3. Maintain the availability of the APHIS hardware, software, systems or services on a day­
to-day basis . This includes monitoring and tracking availability, and performance. Works 
with APHIS staff and or vendors to resolve issues. 

4. Communicates and coordinates assistance from other IT slaff members, vendors, and 
service providers to resolve problems as needed. 

5. Monitors, analyzes, and communicates hardware, software, systems or services 
performance impacts with Department. other USDA Agencies, State and Local 
Governments, Local Exchange Carriers , equipment and service vendors to minimize the 
risk of adverse impacts to any of the involved organizations. 

6. Tests and recommends new hardware, software, systems or services to meet program 
needs, develops specifications for IT acquisitions, and assesses impacts of new 
technologies on the APHIS infrastructure. 

7. Communicates to the team the assignment, project, problem to be solved, actionable 
events, milestones. andlor program issues under review, and deadlines and timeframes 
for completion, 

8. Documents and prepares reports ; maintain records of work accomplishments; and 
administrative information. 

9. Plans and coordinates resources to gather needed information to provide to the 
Government in making decisions on major work problems and new issues. 

DELtVERABlES 

CLiNS 1001, 2001 , 3001 , 4001 , 5001 - VolP Engineering Services 
The contractors will participate in the development of VolP designs, implementation tasks 
assocIated with the approved designs and Tier 4 troubleshooting activities as required to keep the 
Vol? systems operational al all times (24 x 7). The contractor utilizes state of the art VolP tools 
and practices to monitor the availability, performance. and security of the Vol? systems. The 
contractor IS involved in all aspects of VolP technologies including Internet access; desktop 
phones; remote access services, VolP management; secure configuration and troubleshooting of 
VolP resources such as VOIP Voicemail Servers, IP Voice Gateways, variety of IP Phone sets, 
Secure Shell Links (SSL). Work involves ensuring the confidentiality, integrity, and availability of 
systems, networks, and data through the planning, analysis, development, implementation, 
maintenance, and enhancement of information systems VolP programs, policies, procedures, and 
tools. Performs coordination of telecommunications VolP services provided to APHIS by the 
Department, other USDA Agencies, State and Local Governments, Local Exchange Carriers, 
lelecommunications equipment and service vendors. and the Department's FTS-2001 contract 
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CLiNS 1002, 2002, 3002, 4002, 5002 • Network Engineering Services 
The contractor will participate in the development of Network designs, implementation tasks 
associated with the approved designs, and Tier 4 troubleshooting activities as required to keep 
the networks operational at all times (24 x 7). The contractor utilizes state of the art network tools 
and practices to monitor the availability, performance. and security of the network. The contractor 
is involved in all aspects of network technologies including Internet access; remote access 
services. network management; secure configuration and Tier 4 troubleshooting of network 
resources such as routers , switches, firewalls, CSUlDSU's and associated devices that are part 
of APHIS's Wide Area and Local area Networks. Work involves ensuring the confidentiality. 
integrity, and availability of systems. networks, and data through the planning, analysis, 
development, implementation, maintenance, and enhancement of information systems network 
programs, policies, procedures, and tools. Performs coordination of telecommunications network 
services provided to APHIS by the Department, other USDA Agencies, State and Local 
Governments, Local Exchange Carriers, telecommunications equipment and service vendors, 
and the Department's contract carrier. The APHIS Enterprise WAN is made of 430 Cisco Routers 
and 670 Cisco Switches installed in various offices throughout the United States. There are also 
sites around the world located in US Embassy's. Thf> Contractor ShAll posses a CISCO Certified 
N( tw Prr II ICCNP) ~ertifiCdll 

Work to be performed at the following locations: 

1. United Stales Department of Agriculture 
Animal & Plant Health Inspection Services 
2150 Centre Ave. Bldg B 
Fort Collins, CO 80526 

2. United States Department of Agriculture 
Animal & Plant Health Inspection Services 
920 Main Campus Drive 
Raleigh. NC 27606 

3. United States Department of Agriculture 
Animal & Plant Health Inspection Services 
4700 River Road 
Riverdale, MD 20737 
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The contractor will be responsible for all of the Telecommunications Services. Services include 
voice and data circuits, video conference services and wireless services. The contractor will 
provide telecommunications billing reports for agency program managers and administrative 
officials, their COTR, and other management officials. Performs coordination of 
telecommunications services provided to APHIS by the Department, other USDA Agencies, State 
and Local Governments, Local Exchange Carriers, telecommunications video equipment and 
service vendors. and the Department's FTS-2001 contract provider. Coordinate and oversee 
activities related to the facility communications needs for the headquarters offices located in the 
Washington DC metropolitan area. This would include user support in the form of direct 
assistance or coordination with appropriate in-house and vendor representatives . The contractor 
develops procedures for eslablishing. operating, and assessing the effectiveness of 
telecommunications service charges to prevent waste , loss. unauthorized use, or 
misappropriation of assets. 

Work to be performed at the following locations: 

1. United States Department of Agriculture 
Animal & Plant Health Inspection Services 
2150 Centre Ave . Bldg B 
Fort Collins, CO 80526 

2. United States Department of Agriculture 
Animal & Plant Health Inspection Services 
4700 River Road 
Riverdale, MD 20737 

3. United States Department of Agriculture 
Animal & Plant Health Inspection Services 
100 North 6th Street, Butler Square West. 6th Floor 
Minneapolis, MN 55403 

CUNS 1004, 2004, 3004, 4004, 5004 - Systems Operational Support 
The contractor will oversee the day-Io-day operations of all Enterprise Systems and components 
that comprise APHIS Systems infrastructure. The Contractor shall be responsible for providing 
support in the proactive monitoring of Enterprise Systems in the APHIS computer centers that 
support all APHIS remote offices throughoullhe United States. The contractor will be responsible 
for the documentation of existing standard operating procedures. Contractor will monitor, 
maintain and support said systems. Contractor will provide day-to-day support for customers on 
the Enterprise System devices, applications and troubleshoot issues associated with Enterprise 
Systems. This includes but is not limited to Windows, Unix, Unux and Solaris Based Servers , 
Storage Area Network Devices, e-mail, and associated applications. These systems are located 
at the four APHIS Data Centers (Fort Collins, CO - Riverdale, MD - Raleigh, NC - and 
Minneapolis, MN). 
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Work to be performed al the following location: 

Uniled Slates Department of Agriculture 
Animal & Plant Health Inspection Services 
4700 River Road. Riverdale, MO 20737 

CliNS 1005, 2005, 3005, 4005, 5005 - Systems Engineering Services 
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The contractor will participate in the development of system designs. implementation tasks 
associated with the approved designs, and maintenance of system devices, and Tier 4 
troubleshooting activities as required to keep the systems operational at all l imes (24 x 7). The 
contractor utilizes state of the art system management tools and practices to monitor the 
availability, performance, and security of the system devices. The contractor is involved in all 
aspects of system's technologies including Server platforms; MS Active Directory; Domain Policy, 
AIX ; secure configuration and troubleshooting of System resources . Work involves ensuring the 
confidentiality, integrity. and availability of systems, networks, and data through the planning, 
analysis, development, implementation, maintenance, and enhancement of information systems 
security programs. policies, procedures, and tools . Contractor will provide day·to.-day support for 
customers on the Enterprise System devices, applications and troubleshoot issues associated 
with Enterprise Systems. This includes but is not limited to Windows, Unix, Unux and Solaris 
Based Servers, Storage Area Network Devices, e·mail. and associated applications. These 
systems are located at the four APHIS Data Centers (Fort Collins, CO - Riverdale. MD - Raleigh, 
NC - and Minneapolis , MN). 

Skill Sets Required 

• The contractor shall be a Microsoft Certified Professional Accreditation or equivalent 
reqUired, Microsoft Certified Systems Engineer Accreditation or equivalent preferred. 

• 3 Years Experience in Administering and Maintaining a Microsoft Active Directory 
Environment 

• 3 Years Experience in diagnosing and repairing server based hardware issues. 

• 3 Years Experience in Installation, Configuration, Administration and Maintenance of 
Windows Based Server hardware 

• Unix/AIXllinux OS knowledge preferred 

• Working knowledge of Tape Back up and SAN solutions, configuration, administration 
and troubleshooting 

• Working knowledge of a lotus Notes Environment 

• Working knowledge of Oracle and Sal Server configuration , maintenance, and 
troubleshooting . 

Work to be performed at the following locations: 

1. United States Department of Agriculture 
Animal & Plant Health Inspection Services 
2150 Centre Ave. Bldg B 
Fort Collins, CO 80526 
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2. United States Department of Agriculture 
Animal & Plant Health Inspection Services 
2150 Centre Ave. Bldg B 
Fort Collins, CO 80526 

3. United States Department of Agriculture 
Animal & Plant Health Inspection Services 
920 Main Campus Drive 
Raleigh. NC 27606 

CLiNS 1006, 2006, 3006. 4006, 5006 - Video Conference Engineering Services 
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The contractor will participate in the development of Video Conferencing designs, implementation 
tasks associated with the approved designs, and maintenance of Video Conferencing devices, 
and Tier 4 troubleshooting activities as required to keep the devices operational at all times 
(24 x 7). The contractor utilizes stale of the art Video Conference management lools and 
practices to monitor the availability, performance, and security of the video devices. The 
contractor is involved in all aspects of Video Conferencing technologies induding video gateways; 
Video bridges; video end-points, video conferencing management; secure configuration and 
troubleshooting of video conferencing resources such as Gateways, Primary Rate Interface (PRI), 
ISDN interfaces. video codes , streaming video and multimedia hardware. Work involves ensuring 
the confidentiality, integrity, and availability of systems, networks, and data through the planning, 
analysis, development, implementation, maintenance, and enhancement of information systems 
security programs, policies, procedures, and tools. Performs coordination of telecommunications 
video services provided to APHIS by the Department, other USDA Agencies, State and Local 
Governments, Local Exchange Carriers, telecommunications video equipment and service 
vendors, and the Department's FTS-2001 contract provider. APHIS currently has 90 Tandberg 
Video devices deployed throughout the United States. All devices are IP Based. 

Work to be performed at the following locations: 

1. United States Department of Agriculture 
Animal & Plant Health Inspection Services 
2150 Centre Ave. Bldg 8 
Fort Collins, CO 80526 

CLiNS 1001, 2001, 3001, 4001,5001 - Network Security Engineering Services 
The contractor will be responsible for the planning and implementing all Network Security 
components that comprise the APHIS' telecommunications Network Security infrastructure. The 
contractor will participate in the development of Network Security designs, implementation tasks 
associated with the approved designs, and Tier 4 troubleshooting activities as required to keep 
the networks operational at all times (24 x 7). The contractor utilizes state of the art network 
security tools and practices to monitor the availability, performance, and security of the network. 
The contractor is involved in all aspects of network security technologies including Internet 
access; desktop security; remote access services, network management; secure configuration 
and troubleshooting of security resources such as Intrusion Detection/Prevention Sensors 
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(IDS/Prevention). Firewalls, Virtual Private Networks (VPN), Secure Shell Links (SSL). Work 
involves planning, analysis, development, implementation, maintenance, and enhancement of 
information systems security programs, policies, procedures, and tools. Performs coordination of 
telecommunications security services provided to APHIS by the Department, other USDA 
Agencies, Stale and Local Governments. Local Exchange Carriers, telecommunications 
equipment and service vendors, and the Department's FTS-2001 contract provider. The Jevel of 
P)(p :rtISf' of tI rnqIlH:~er providing this service must be at or above the CISCO Certifred Security 
Prnit' 1,11 (C <:>P) prtitrc Jiron in order to properly aCf:omplish those tasks, 

Work to be performed at the following locations: 

1. United Slates Department of Agriculture 
Animal & Plant Health Inspection Services 
2150 Centre Ave. Bldg B 
Fort Collins, CO 80526 

CUNS 1008, 2008, 3008, 4008, 5008 - Advanced Network Engineering Services 
The contractor will be responsible for the development of advanced Network designs, 
implementation tasks associated with the approved designs, and Tier 4 troubleshooting activities 
as required to keep the networks operational at all times (24 x 7). The contractor recommends 
state of the art network tools and practices to monitor the availability, performance, and security 
of the network. The contractor is involved in all aspects of advanced network technologies 
including internet access; desktop security; remote access services, network management; 
secure configuration and troubleshooting of network resources such as routers, switches, 
firewalls , CSU/DSU's and associated devices that are part of APHIS's Wide Area and Local area 
Networks. Work involves ensuring the confidentiality. integrity, and availability of systems, 
networks, and data through the planning, analysis , development, implementation, and 
enhancement of information systems network programs, policies, procedures, and toots. 
Performs coordination of telecommunications network services provided to APHIS by the 
Department, other USDA Agencies, State and Local Governments, Local Exchange Carriers, 
telecommunications equipment and service vendors, and the Department's FTS-2001 contract 
provider. The contractor is the resident Network Expert for all WAN/LAN designs. The Contractor 
shall posses a Cisco Certified Internet Expert (CCIE) certificate for Routing and Switching. 

Work to be performed at the following locations: 

1. United States Department of Agriculture 
Animal & Plant Health Inspection Services 
2150 Centre Ave. Bldg 8 
Fort Collins. CO 80526 

CLiNS 1009, 2009, 3009, 4009, 5009 - Network Operational Support 
The contractors will oversee day-ta-day operations of all Network components that comprise 
APHIS telecommunications Network infrastructure. The contractor shall be responsible for 
providing support in the proactive monitoring of enterprise Network systems in the APHIS 
computer centers and all APHIS remote offices throughout the United States. The contractor will 
be responsible for the documentation of existing standard operating procedures. Contractor will 
monitor, maintain and support said systems. Contractor will provide day-to-day support for 
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customers on the use of Network devices and troubleshoot issues associated with Network 
problems. The Network comprises of a variety of Cisco Router and Switches. There are 430 
routers and 670 switches deployed throughout the United Siaies and some International 
locations. 0 lO~ r.o CI rtl led Nelw H AssOCiate (CeNA certificate II 

;f:> I.: 

Work to be performed at the following locations: 

1. United States Department of Agriculture 
Animal & Plant Health Inspection Services 
2150 Centre Ave. Bldg B 
Fort Collins, CO 80526 

2. United States Department of Agriculture 
Animal & Plant Health Inspection Services 
920 Main Campus Drive 
Raleigh, NC 27606 

3. United States Department of Agricu1lure 
Animal & Plant Health Inspection Services 
4700 River Road 
Riverdale, MD 20737 

4. United Sialed Department of Agriculture 
Animal & Plant Health Inspection Services 
1800 Dayton Ave. 
Ames, IA 50010 

CliNS 1010, 2010, 3010, 4010, 5010 - Voice over Internet Protocol (VoIP) Operational 
Support 

The contractor will oversee day-to-day operations of all VolP components that comprise APHIS 
telecommunications VolP infrastructure . The VolP Network Support Specialists shall be 
responsible for providing support in the proactive moniloring of VolP enterprise systems in the 
APHIS computer centers and all APHIS remote offices throughout the United States. The 
contractor will be responsible for the documentation of existing standard operating procedures. 
Contractor will monitor. maintain and support said systems. Contractor will provide day-to-day 
support for customers on the use of VolP devices and applications and troubleshoot issues 
associated with VoIP. The VolP Infrastructure is a Cisco Based Solution with clusters located at 
5 APHIS Data Centers (Fort Collins, CO - Riverdale, MD - Minneapolis, MN - Ames, IA and 
Raleigh, NC). There are 75 remotes sites thai tie into the main clusters via dedicated circuits. 
There are currently 4000 VolP phones deployed. The Contractor shall posses a Cisco Certified 
N 'Nfl 0<..11 '"':NA) oj 'f! :f'rHI If' meier to perlor 1 these tasks 
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Work to be performed at the following locations: 

1. United Stales Department of Agriculture 
Animal & Plant Health Inspection Services 
2150 Centre Ave. Bldg B 
Fort Collins, CO 80526 

2. United States Department of Agriculture 
Animal & Plant Health Inspection Services 
920 Main Campus Drive 
Raleigh, NC 27606 

3. United Stales Department of Agriculture 
Animal & Plant Health Inspection Services 
4700 River Road 
Riverdale, MD 20737 

4. United Stated Department of Agriculture 
Animal & Plant Health Inspection Services 
1800 Dayton Ave. 
Ames, IA 50010 

CLiNS 1011 , 2011 , 3011, 4011 , 5011 - Remote Site Installation 
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The contractor will be responsible for the inslallalion and configuration of remote site equipment 
at APHIS. These remote office installations will include providing project management for each 
remote office engagement from start to finish which will include on-site solution implementation, 
end user training on new IP Telephony solution, and on-site support after a cut-over. The 
contractor shall perform the following tasks for remote router and Switching installation including, 
mounting the hardware in customer provided racks , verify successful equipment power up 
troubleshooting as required , verify connectivity to customer LAN, WAN and VolP circuits and 
verify trunking to access layer equipment. Contractor shall place IP phones in all required 
locations, connect to appropriate network jack and verify successful power-up and connectivity to 
new LAN switching devices. The contractor shall provide cul-over support to include moving 
WAN link from old equipment to the new routing equipment and verifying network connectivity 
back to respective data center. moving all LAN switch cabling from old equipment to the new 
equipment and verifying voice and data network connectivity. The contractor shall provide end 
user training using an APHIS provided training plan on the new IP phone features to include, but 
not limited to basic operations for call pickup, calilransfer, call conference, voice mail setup and 
operation, using the directory services , all button uses including directories, settings, services, 
messages and general navigating of phone features. The contractor shall provide on-site support 
after the cutover to provide problem resolution to end users, network and operational issues as 
they occur during regular office hours. 

REQUIRED CERTIFICATION: The Contractor shall possess a Cisco Certified Network Associate 
(CCNA) certificate. 
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Work to be performed at the following locations: 

I. All 50 states 
2. Remote offices around the world 

Domestic Locations: 

United Siaies and its Territories (CONUS. Hawaii, Alaska, Puerto Rico) 

International Locations (subject to change): 

1 i 

Ii 
Ii . 

i' 

iI 

Town 

II 
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IT eaUciQaJD3 Honduras aipei 

New Delhi India Bangkok 

~akarta Indonesia Port of Soain 

Rome Italv Montevideo 

Jamaica ~amajca Caracas 

ITokvo Uaoan Saint Thomas 

CLiNS 1012, 2012, 3012, 4012. 5012- Project Management 
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aiwan 

hailand 

rinidad & T obaao 

Uruguay 

Venezuela 
Virain Islands 

A kick-off meeting will be held at the beginning of the base year and at the beginning of any 
option years awarded. The Contractor shaH deliver a MS Project Plan thai includes all resources 
and milestones for the requirement. 

The contractor is responsible for providing the Government Project Manager with a partnership 
management strategy, inclusive of partnership agreements , for each sub-contracting partnership 
that the contractor engages in for the purpose of executing the project. 

The Contractor is responsible for assigning a Project Manager to each initiative to ensure the 
timely accomplishment of the deliverable and provide the Contracting Officer Technical 
Representative (COTR) and Contracting Officer (CO) with biweekly progress reports. At a 
minimum , the progress reports shall include a Risk Management Report as specified in 
performance requirements, a description of problems encountered, proposed solutions , and the 
impact on resources. Progress reports are due by noon of the second Tuesday. The Contractor's 
Project Management responsibilities shall also include the following: 

1. Develop and maintain a formal and informal communication plan. 
2. Develop and maintain Complete Document Management to all decision management 

documents and updated design and specification documents. 
3. Develop and maintain configuration management for the duration of the project. 
4. Develop and maintain a complete Project Plan that includes updated project timeline, 

WBS, project participants list, migration plans, etc. 
5. Manage all activities associated with the project and provide both detailed project and 

executive level milestone reports. 
6. Conduct all project status meeting. 

CLiNS 1013, 2013, 3013, 4013, 5013 ~ Emergency and After Hour Support 

If overtime/extended hours are required on the task , contractor personnel must obtain 
authorization from the COTR, or his designee, prior to anyone working overtime. Under no 
circumstances shall the contractor personnel exceed additional hours beyond the approved time. 

CLiNS 1014, 2014, 3014, 4014, 5014· Travel 

Travel may be required CONUS or OCONUS to fulfill the requirements of this contract. 
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Work is generally performed in the office. Infrequently, the contractor may travel to other 
locations. The contractor may visit other field sites at any season. The work requires normal 
safety precautions. 

In the event travel is required, contractor employee travel and per diem expenses are subject to 
the Government travel management policy and Federal Travel Regulations and reimbursable in 
accordance with current allowances. The COTR must approve all travel in advance. The 
contractor will be required to provide receipts (Le. hotel, airline, car rental , etc.) for all travel 
required in the performance of this contract. Contractor employee travel and per diem expenses 
are subject to the Government Travel Management Policy and Federal Travel Regulations. 

TYPE OF CONTRACT 

This is a firm-fixed price (FFP) contract. A task order will issued for the Base Year and for any 
Option Years that are awarded. 

PERIOD OF PERFORMANCE 

Base Year Plus Four Option Years from date of award 

FORMAT FOR ALL DOCUMENTATION DELIVERED 

At a minimum, all written documentation shall be submitted electronically in Microsoft Word 2003 
(or higher), along with three hard copies. Other Microsoft products can be used as necessary 
(e.g., MS Excel. MS PowerPoint, etc.) The milestones and schedules shall be submitted 
electronically in Microsoft Project 2000 (or higher), along with three hard copies. Graphic design 
documents, such as flowcharts. entity relationship diagrams and UML diagrams shall be 
submitted electronically in Microsoft Visio 2000 or higher format. 

The Contractor shall be responsible for properly protecting equipment and all Government data 
and information used, gathered or developed under this contract and by treating this information 
as sensitive. 

PERFORMANCE REQUIREMENTS 

All work products, including meeting notes, presentation materials, source code, documentation, 
and licensed software and hardware purchased with Government funds in support of this contract 
will become the sole property of the Government. 

a. Background Investigations/Suitabil ity Requirements 

The Contractor shall provide only fully qualified personnel for the work performed under this 
contract and are required to have the appropriate background investigation known as a 
Nat ional Agency Check with written Inquiry and Credit (NACIC). U.S. citizenship is 
required for all personnel working on this contract. 
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b. Protection of Information 
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The component parts of this effort and reports are expected to contain highly sensitive 
information that could act as a guide for hostile entities to cause harm to the Department's 
critical infrastructure. Any such informalion made available in any format shall be used only 
for the purpose of carrying oul the provisions of this agreement. Such information shall not be 
divulged or made known in any manner to any person. The Contractor shall immediately 
notify the CaTR and the Program Manager upon discovery of any inadvertent disclosures of 
information. The Contractor shall nol relain any information regarding vulnerabilities, to 
include summaries, the actual vulnerability report. etc., at the end of the contract. All 
information arising from this contract , both hard copy and electronic, shall be returned to the 
Government at the end of the contract. 

c . Non~Disclosu re of Information 

The Contractor shall not disclose sensitive or proprietary information of, or in the possession 
of, the United States Department of Agriculture or any of its operating units, Contractors or 
business partners to unauthorized persons. The Contractor will be subject to any and all 
penalties imposed by law for unlawful disclosure of Department information. 

d. Security o f Remote Connectivity 

Contractor equipment that is used to remotely connect to the USDA network must have 
current anti~virus andlor firewall protection and be property safeguarded to avoid access to 
the USDA systems by unauthorized persons. Remote access shall be coordinated with 
the USDA or designated representative and in accordance with the appropriate directive(s). 

The contractor must submit a Risk Assessment Report that is required as part of the 
deliverables specified in the Requirement Specification, System Design, and Implementation 
phases of this project. At a minimum, the risk assessments must include risk identification, 
risk probability and a proposed risk mitigation strategy for each risk identified. 

The contractor shall provide the deliverables in the Statement of Work to the Contracting 
Officer Technical Representative. Upon evaluation of all deliverables, the Government shall 
complete the form in Attachment 2 and submit it to the Contractor. The form shall serve as 
notification of the Government"s acceptance. The Contractor shall attach the 'acceptance' 
form to invoices in order to receive payment. 

SECTION 508 OF THE REHABILITATION ACT OF 1973 (29 U.S.C 7940) 

Acquisitions of EIT (Electronic and Information Technology) supplies and services must meet 
the applicable accessibility standards of CFR part 1194. 
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ACCEPTANCE CRITERIA 

15 

APHIS will have fifteen workmg days after delivery to provide written comments on deliverables. 
The contractor will have fifteen working days to provide a revised deliverable based upon the 
APHIS comments. APHIS wililhen have len working days to accept the revised deliverable. 

APHIS will rank each phase after the contractor says the phase is completed. A phase will not be 
considered completed by APHIS until the phase is proved to be at the acceptance level. If the 
phase is deemed unacceptable by APHIS. the contractor will make all necessary changes to 
meet the acceptance level. Once the contractor has made the change, the contractor may 
resubmit the phase for approval by the COTR. 

Performance Metrics 

CLINS 1001, 2001. 3001. 4001, 5001- VolP E"gineering Services 

APIUS Business Deliverable Performance !\'Ionitoring 
Requirement Measure Method 

Design. Plan and Provide detailed Provide detai led All new VolP 
document new documentation on information at releases will be 
altemative solutions allthc new weekly ~taff properly 
for VolP services enhancelllenl<; to meetings and fomlal designed. 
and upgrades current VolP meetings with planned and 
including systems including programs and IT implemented 
documentation on features. installation Mgml on all new using vendor 
designs. no tcs and testing VolP features. road best practices, 
prcscntationl> lind deployment maps for releases suggested 
detailing solutions str.llcgics and deployment Ulilitics and 
for progmm and IT options. methods of 
Mgmt upgrnde paths 

accomplished 
within 
dcsignated 
maintenance 
windows. 

Provide Prc- Install new VolP Provide support in Monitor 
Installation and software upgrades all VoLP upgrades to 
installation support and additional VolP softwarclhardware assure they go 
of all VolP products soft warc/hard\\'are upgrades and new as planned 
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in accordance with products per design products on time. in 
API II$ configuration utilizing proper coordination with 
Mgmt and other pJanning and Programs and IT 
agency policies to implementation Mgmt. 
ensure aCCUidCY and guidelines pcr 
com )Iclcncss APIlI S 

Test and recommend Provide lest results Provide lest results 
ncw Vol I' of the new Vo lP of the new VolP 
tclccollunun icalian ~oftware releases or software releases or 
technologics to illeet updates including updates inc luding 
program needs. Also the impact to current the impact to current 
provides infraMructurc. infrastructure. 
recommended current features current features 
specification!' for IT available and any available and any 
acqui!'itions. and software software 
assesses impacts of dependencies. dependencies to 
new technologies customer. 
against the APHIS 
VolI' 
teiCCOl11l1lU nicatlons 
infmstructure. 

I'erfonns hardware Kccp all APHIS Perfonn all 
and software VolP enterprise upgrades accord ing 
maintenance on server:;; up 10 date on 10 API-li S 
enterprise ~ervers OS patches and confi guration Mgmt 
including. applying appl ication software procedures and 
OpCTntlllg sy~tcll1 utilizing recommended 
patches. recommended vendor procedures. 

vcndor procedures. 

Work:; wi th , rendon; Provide T ier 3 All Tier 3 problem 
to resoh'e software support for VolP resolut ion efforts 
and hardware system problem arc coordinated and 
problems including resolution fo r all documcnled through 
coordination of the softwarc and communication with 
replacement of hardware ATAC. 
dcf<:c tive part:; as componcnts. 
Il(:ccssarv 

Work!> with senior Provide leadcn:hip Demonslmle new 
TM B personnel 10 to senior TMB techno logy fo r the 
prepare ncw :-.ervcrs people for expenise Networks lead for 
lor -dcoloyment on oreoarin ' new APHI S and verify 

within 
designated 
maintenance 
window. 

Test results 
verified by 
vendor and 
other members 
o fthc team 
including 
AP I-li S COTR. 

Provided 
within 3 days 
of agreed upon 
date. 

Provide 
quanerly 
update log with 
all current 
patch Icvcls. 

ATACcasc 
review. 

Provide 
documentation 
on OS. patches 
and aoolication 

16 
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and/or testing, servers for that all feature 
including Installing deployment and/or parity and 
base operating tcsting. including capabilit ies 
system, Installing base cUfTClltly provided 
Applying security operati ng system, ex isl on new 
patches/policy and Applying security software. 
Updating server patches/policy and 
inventory Updming server 

inventory 

software 
revisions for 
each new 
server. 

CLINS IOOl, 2002, 3002, 4002. 5001 - NetJVork Engineerillg Services 

API-IIS Business (>clivcrable Performance Monitoring 
Requirement Measure Method 

Designing technical "Needs AssessmenC' Complete "Needs Document provided 
Solulions suppol1 ing Oil current network Assessment" on within 5 business 
APHIS' network I once a yeaL current network once days of due date. 
network a year. 
infrastructure. Development of 
Contractor altcmativcs or 10 include 
personnel shall work upgrades of new development o f 
with program and IT services or hardware altematives or 
management teams Provide cosl.lbcncfit upgrades of new 
to unders tand analysis document. ~erviees or hardware 
business Complete costlbcnefit 
requirements for and 

Developmcnt of 
analysi5 document. 

may provide 
recommendations documentation for Complete 
for solutions in the presentation to documen tation for 
development of management and presentation to 
related technical technical personnel management and 
processes or that elearly and techn ical personnel 
procedures. accurate! y describes that clearly and 

the altemati ves. accurately describes 
the altem atives. 

Coordinate and Development of a Completed "Project Document provided 
performs pre- " Project Plan" to track Plan .. includes within 5 business 
installation and and procure necessary Complete days of due date. 
installation tasb: components and configuration tasks 
associated with the I"Crviecs are completed for various network 
implementation of in a timely manner. compOnents. 

17 
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approved network Performs all 
designs. configuration tasks for 

various network 
components. 

Develops Contractor will comply Equipment inventory 
procedures to track wilh Gov', regulations complete and up to 
and procure and procedures to date on Gov', CMR 
ncccs~ary track equipment document. 
components. inventory and assist in 

the procurement 
process for llecCSlmry 
network components. 

Perfonns all Provide new Coordinatio n of all 
configuration tasks optimized and reliable configuration tasks 
for various network network configurations will be in accordance 
componcnts and in accordance with with documcntcd 
fo llows cstablished AP III S established procedures for 
guidelines and guidelines and implementing new 
standards devcloped standards. technologies in a 
to ensure productio n 
completeness and environment. 
accunl.Cy. 

Test and Develop "Needs Completcd "Needs 
recommend ncw Assessment" Assessment"' 
network document and document and 
technologies 10 meet "Test ing Plan"" that Completed "Testing 
program needs. contains Plan" includes 
Also provides recommendations of recommendations o f 
recommended new technologies for new technologies for 
sl)CCifjcat ion~ fo r IT the AP I-li S network the APH IS network 
acqui~itions. and infm'itructure. infmslructurc. 
assesliC.'i impacL~ of 
new tcchno logies 
against the APHI S 
network 
infrastructuTC. 

Report furnished to 
Gov', by due date 
agreed upon by the 
COTR 

Configuration 
Management will 
have new 
confjguration.~ 

showing changes 
made \0 existing or 
new equipment. 

Documents 
provided within 5 
business days of 
due date. 

18 
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CLINS 1003. 2003. J003. 4003. 5003 - Telecommunicatiolls Administrative Support 
Services 

AI' IIiS Business Uclivcrablc Performance Monitoring 
Req uiremenl l\1c,aSllrc Method 

Coordination and Provide direct user Provide response Weekly call 
oversight for DC support. assistance times of I hour logs. 
offices for Users, and coord ination of return calls and ATAC call 
vendor and Olher in- Ci rcuit issues and issue response for Records and 
hou~ people for problems. resolution in 2 hrs ticket history. 
C ircuit and for initial ca ll back. 
conncctivity issues 

Coordination and Provide direct user Provide response Weekly call logs 
oversight for all support. assistance timcs of I hour 
rcgional offices for and coordination of rcturn calls and ATAC call 
U!'crs. vendor and Circuit issues and issue response for Records and 
o ther in-house problems. resolution in 2 hrs ticket history. 
peoplc for Circuit for initial call back. 
and connccti vity 
Issues 

Develop~ Provide Document with Update 
specifications for specifications for specifications for document by thc 
procuremcnt of procurement of procurcment of 5th business day 
propo~cd proposed communicat ions each month with 
communications communications systems/services new services 
sys!Cms or facilities. systems or that meet user available and 

facilities. requirements and pricing if 
interface with appropriate to be 
existing systems used as a 

reference 
document for all 
re2ions. 

Training programs Provide training Review training Review training 
for all regional programs for all programs on a programs and 
office personnel on regionaI office quartcrly basis and delivery method 
teleco m syste ms personnel through provide regional in tclecom 

vanous updatcs as mcetings and 
mechanisms rt.'quired. with Gov't 
aoorovcd bv Gov't countemarts. 
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Provide input to Review and Review Telecom Review all 
agency COTR for recommend purchase orders as Telecom 
the purchase of all tcJccom required making procurement 
Telecom services/products sure that the orders. 
services/products. for COTR. scrvices/precuLS 

ordered are 
complete and 

. accurate 

CLiNS 1004. 2004. 3004, 4004. 5004 & 1005.2005,3005, 4005, 5005- Systems 
Operatiollal S upport, System ... Engineering Services 

APHIS Business Deliverable Performance Monitoring 
Requirement Measure Method 

Planning. Systems Network Completed Visio Systems diagrams 
implementing. and diagrams (Visio) kept diagrams. Support updated with all 
o,'crsccing day-to- updated. logs. Implementation Systems updates 
day operations of schedu les, inventory and changes. 
Systems Daily support of all records and Inventory updated 
components lhat API-HS Systems with all new serial 
eomplise APHIS ' s components in area of numbers when 
Systems responsibility. equipment is 
infrastructure. rotated out with 

Daily customcr Vendors through 
support on issues mai ntenance 
involving accessing contrdcts. 
the systems used in 
AP HI S, includi ng 
active directory. W2 K 
administration and 
server support trouble 
tickets 

All inventory items 
captured and updated 
as necessary. 
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Support Systems Maintain current Systems 
component!' located Systems infrastructure infrastrocture is 
III the APHI S Make improvements consistently up (99%) 
campuses in Ihe where needed and working. 
Wcstcm. CCllIral Answer support calls Improvement plans 
Northeast and and support USDA arc completed 
Southeast Regional APH IS staff Support issues are 
Offices (Primary resolved to 
function). comnlction. 

Monitor Systems Maintain currell! Systems down time 
equipmeTlt each day Systems infmstructure staliSlics. 
10 ensure that Answer support calls Support issues arc 
USDA AP IlI S and support USDA resolved 
servers arc APHI S staff 
operational and Monitor Systems 
available to API-li S. infrastructure includes. 

but is not limited to. 
checking the 
following: Windows. 
AIX/Unix or Linux 
servers: Active 
Directory 

Perlanns hardware Applying system Applying system 
and software patches patches 
maintenance and Resolving technical Working with 
troubleshooting on hardware and software vendors to resolve 
Systems problems: soft ware problems 
components. Working with vendors Resolving technical 

to fewlve software hardware and 
problems software problems 
Working with vendors andlor working with 
to resolve hardware vendors to resolve the 
problems. including mOSI complex 
coordination of the hardware problems. 
replacement of including 
defective parts as coordination of the 
necessary replacement of 

defective parts as 
nccessary 

Systems down lime 
statistics 
Improvement plans 
arc implemented 
Support issues 
within the 
contractors control 
arc resolved 

Systems 
infrastructure is 
consistently up 
(99%) and 
Support issues 
within the 
COnlractors control 
are resolved to 
completion 

Consistency in the 
following areas: 
Applying system 
patches 
Resolving 
hardware/software 
issues 
Working with 
vendors 10 resolve 
complex software 
problems 
Working with 
vendors 10 resolve 
complex hardware 
problems, 
including 
coordination of the 
replacement of 
defective parts as 
necessarv-
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CLINS 1006. 2006. 3006.4006.5006 - Videi} Conference ElIg;lIeerillgServ;ces 

APIllS Business Oclivcrablc Performance Monitoring 
RC(l11 ircIII(, lI t Measure Method 

Responsible for Maintain a video Schedule and Calendar/schedule 
investi gating and services usage configure video updated as APHIS 
coordinating the usc of calendar/schedule conferences per video services arc 
Government·owned and for APJ-IIS. schedule. needed and 
oper.ued video facilities avai lable for 
where possible. rcV1CW. 

Develops technical "Needs "Needs "Needs 
speci fi cat ions for the Assessment" & Assessment". Asscssment"", 
acquisition of vidco topology designs. topology designs topology designs, 
conferencing Is " Poi nt of when created, signed SOW. 
s ysteTlls/faci I i tics. Contact"· for area and the COTR is 

of expel1ise and satisfied with the 
assists COTR in assistance if 
Multimcdia - necded in the 
Video decisions mu ltimedia "" 
when needed video area 

Provide for and Incumbent Bi-yearly: USDA APHIS is 
coordinates inventories provides US DA a Inventory list provid(.>d and 
for Video conferencing bi-yearly Maintenance made aware o f 
eqUlpmcnt and invcntory & renewal - status current inventory 
maintcnance contracts maintenance report and maintenance 
required for elfcctive renewal update. status on a bi-
video conferencing yearly basis 
mana 'emenl. 

Makes " Needs '"Needs Current s tandards 
recommendations o n Assessment·· Assessment" reflect and all 
Agency policy and USDA AP HIS periodic changes changes ifany. 
standards for the access to update to s tandards and '"Needs 
deSign. development and or procedures if Assessment"' is 
and lise o f video recommend nceded provided when 
confcrene ing systems. changes to completed 
Dctcnnines necd for current standards 
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lmd deve lops changes or procedures 
in :mmdard~ and 
proccdure~ . 

PI;II1 !(, organi zes, and Inlommtion will Provide \0 USDA 
conducts studies o f be provided to A PJ-IIS a 
existing video US DA in a "Curren! V idco 
confc rcllcing systems "Current V ideo Assessment" 011 a 
throughout the fi eld to Assessment" yearly bas is . 
dctcnninc compliance document 
with ovcml1 programs. containing Go ' s 
policies. standards. and compliance 
objcc l ivc.~ to ensure that metrics. 
commun icat ions arc 
adequate to meet nL-cds 
both in type of design 
and operation. 

Development o f Engineer will "Needs 
alternativcs for new or provide a "Needs Assessmen C, 
upgraded \'ld(.'O Assessment" and '"Cost Bcne fit 
confercnc ing. "Cost bencfit Analysis" 
cost/bencfi t analysis of Analysis" to worksheet. any 
altematives. ;111d the include and all supporting 
developmcnt o f supporting documcntation to 
documentation for documentation to justify changes. 
prescntutionlo justify changes 
management and 
technical pcrsonncl that 
clearly and accurately 
describes the 
al tenmtives. 

The contractor pcrfonns All multimedia Uptime of 
lasks as r(.'qui red to system(s) arc systems is 95% 
maintain the availabihty opcrntionai unless the 
of the API-li S video unless the problem is 
conferencing problem is beyond thc 
mfrastructure ('In a day· vendor related control of the 
to-day basis. This and beyond the engineer (AE: 
mcl udes m0111loring incumbents equipment 
availability. contro l. Cases failure. software 
perfonna ncc. and arc opencd with issues. viruses. 
security. The incumbent vendor support as power outages. 
re4uests assistance from needed for 
other IT starr members. escalation. 

"Current Video 
Assessment" is 
provided to the 
US DA APIIIS. 

C lear and concise 
"Needs 
AssessmenC. 
"Cost Bene fit 
Analysis" 
worksheet. any 
and all supporting 
documentat ion to 
j ustify changes. 

System uptime 
statistics 
generated from 
Video equipment. 

23 



USDA UNITED TAT[S DEPARTM ENT o r 

~ C 
RFP- AG-32KW-S-IO-0082. Amendment 3 
Information Technology Support Management Services 

vendors. and service 
providers to resolve 
orobJcms as needed. 

Plan~ , organizes, and Works with Evaluate AP IIi S 
conducts !:ludics of vendors and uses programs, 
cx i ~ting video available market policies, 
confcrencing systems studies/white sl;lIldards, and 
throughout the field to papers to objectives a ga inst 
dCICnllinc compliance evaluate best best practice 
wilh overall programs. practice video video solutions 
policic.<;, standards. and solUl ions for nationwide. 
objectives to ensure that API-liS users and 
communications arc programs. 
adequate to mcct needs 
both in type of design 
and operation. 

Prepare rcpon$ and Timely Complction or 
maintain records or complct ion of "Monthly 
work acco mplishments monthly activity Activity". 
and administratIve reports. keeping USDA 
infomlaliOIl. as responding to apprised of any 
required, and emails. and and all issues via 
coordinate the kccping US DA email. 
preparmion, API-li S staff 
presentation and apprised of any 
cOllllTlunication of work and all issues on 
related infonnation to a d[lily ba<:.is. 
the ;.upcrvisor. 

Provide study 
results report by 
Slh business day 
of each month. 

"Monthly 
Activi ty Rcpon" 
& emails 

CL INS 1007, 2007, 3007, 4007. 5007 - Nehvork Security ElIgi1teeriltg Services 

A PHIS Business Deliverable Performance j\'lonitoriu g 
Re(luircmc nt Measure Method 

The contractor Development of Complete "Needs All documents 
desil!lIS technical alternatives or Assessment" on delivered within 
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solutions supporting upgrades of new current network 
APHIS' network SCn.' lCCS or once a year or per 
security hardware as input USDA APHIS 
infra'ltruc\ure. This to n costlbcnefit request to include 
includes development analysis performed development of 
ofaltematives for by the gOY'1 alternatives or 
new or upgraded upgrades ornew 
network security Development of services or 
services. cosv'bcne fit documentation for hardware 
analysis of presentation to 
altcmativcs. and the management and Complete 
development o f technical personnci documentation for 
documentation for that clearly and presentation to 
presentation to accurately management and 
management and describes the technical 
technical pefsonnel alternatives. persOlUlcl that 
that clearly and clearly and 
accurately describes accurately 
the alternatives. describes the 

alternatives. 

The eontmetor Development of a Project Plan 
coordinates and " Project Plan"" to contains 
performs pre- track and procure Complete 
installation and necessary configuration 
installation tasks components and tasks for various 
associated with the services are IT security 
implementation of completed ill a appliances and or 
approved network timely manner. software. 
security designs. 

Perfomls all 
configuration task<; 
for various IT 
securi ty appliances 
and Of software. 

Tests and Develop "Needs "Needs 
recommends new Assessment"" plan Assessment" 
network security document is 
technologies to meet Develop "Testing accurate and 
program needs. Plan"" meets USDA 
develops APHI S objecti ves 
specifications for IT Develop and and contai ns 
acquisitions. and Quantify recommendations 

5 business days 
of due dale. 

" Project Plan" is 
followed 
successfully 

Deployment of 
various IT 
security 
appliances and 
or software is 
complete during 
established 
maintenance 
windows. 

Project plan 
complete on 
schedule. 

All documents 
complete within 
5 business days 
of due date. 
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assesses impacts of recommendations of new 
new tcchnologics on o r new technologies technologies 
Ihe APHIS against the APHIS againsllhc API-li S 
telecommunications telecommunications network 
infra.~truc lure . infrastruclUre. infrastructure. 

Complete 
"Testing Plan" 

Articulates and Attendance at Completion of 
communicates to the meetings, " Monthly 
team the ll'isignmcnt. complelion of Activity", keeping 
project. problem to be monthly activity USDA apprised of 
solved. actionable rcpon. responding any and all issues 
events. milesto nes, to cmails. and via email. 
and/or program issues keeping USDA 
undcr rcvicw. and API-lIS staff 
dead lines and apprised in limely 
timcframcs for aniculate manner 
completion. 

Prepare repons llnd Timely completion Completion o f 
maintain records of of monthly acti"ity ··Monthly 
work repons. responding Activity··. keeping 
accomplishmcnts llnd to emails. and US DA apprised o f 
"dminislnHive keeping USDA any and all issues 
information. a~ APHI S staJf via email. 
required, lind apprised of any and 
coordinate the all issues on a daily 
preparation. basis. 
prescntation and 
communication of 
work related 
information to the 
5uDClVisor. 

Represents the team Security Engineer Securi ty engineer 
in dealings with the is ··Point ofContacl is appointed POC 
supclVi~r or (POC)"' for all IT and communicates 
manager for the Security relale<! with supervisors 
purposc of obtaining ISSUes. and managers 
resources (e.g. where appropriate 
T eleeommunications Security Engineer "ia email to be 
sccurity hardware or is the contact followed up by a 
software, use o f between USDA phone call . 
ovcnimc or APHI S and 

All documents 
complete within 
5 business days 
of due date. 

All documents 
complete within 
5 business days 
of due dale. 

Security 
engineer is 
appointed POCo 
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compensatory time). Contractor 
and securing needed management for 
information or purposes of 
decisions from the overti me. 
supervisor on major compensatory time 
work problems and any and all major 
Issues thai arise. work issues 

Reports to the "Monthly Activity Completion of 
supervisor Report" details "Monthly Activity 
periodically 011 team work Report" 
and individual work accomplishments. 
accomplishments. problems. and 
problems. progress in progress m 
mastering tasks and mastering tasks and 
work processes, and individual training 
individual and team needs. 
trainin I needs. 

All documents 
complete wi thin 
5 business days 
of due date. 

CLINS 1008,2008,3008,4008, 5008 ~Advanced Network Engineering Services 

APHIS Busincss I>elh'erable Performance Monitoring 
Rc.quircmcnt Measure Method 

Enterprise IPV6 Build. configure, Provide data that Monthly status 
roll-out ror Tes!. and make sure indicates report to include 
LAN/WAN that all APHIS readiness ror equipment not 

equipment is IPV6 IP V6 including capable of fPv6, 
ready and capable configumtion, IP and other 

subnetting plan. infonnation 
and verification of necessary to 
equipment detemline status 
support 

Provide advanced Produce Documentation Review 
Network design documentation on fo r all documentation for 
recollllllendat ions recommcndat iOlls dclivcrablcs all advanced 
for all R&S at all lor such technology 
regional locations technologic.s as improvements 

routing protocols, 
multica<;t routing, 
MPLS and IPV6 
along with gencml 
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design 
configuralions 

Coordination of all Provide new Coordination of 
pre- i nstallat iOll. optimized and all tasks will be in 
installatioll, and reliable nctv.'Ork accordance with 
post installation confi gurations in documented 
tasks for Network accordance with procedures for 
upgrades at all API·IIS policies implementing 
regional locations Ilew technologies 

in a production 
environment 

Day to day Provide network Provide feedback 
monitoring o f knowledge 011 how all all aspects of 
network to achieve better improvements in 
perfonnance. perfommllce. regular project 
reliability. and higher security and meetings. 
network baselines more reliability of 
working with enterprise systems 
APHIS stafT for all 
advanced network 
issues and 
reso lutions 

Provide advanced Produce Provide APHIS 
knowledge for documentation for all necessary 
API·IIS on new all information 
scn 'ice impacts and recomnlendations conccrnmg 
act as liaison and participate in service impacts 
between AP I·II S weekly project with new services 
and other agencies. meetings as or recommended 
vendors and required to talk upgrades 
customers about necessary 

impacts. 

Configuration 
Management will 
have new 
configurations 
showing changes 
made to existing 
or new equipment 

Configuration 
management will 
have new 
confi gurations 
deployed for 
increased 
reliability. 
perfonllance and 
security 

Review 
documentation on 
all impact s tudies 
for services or 
technologies 

CLiNS 1010, 2010, 3010, 4010, 5010 - VoIP Operatiollal Support 

AP HIS Business Deliverable Performance Monitoring 
Requirement Measure Method 
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Planning. VolP Network Completed Visio 
implementing. and diagrams (Visin) kept diagrams. Suppon 
overseeing day-to- updated. logs. Implementation 
dny operations o f schedules. inventory 
VolP components Duily support of all records and 
that comprise API-li S VoIr 
1\P1I1S's VolP components in area of 
infrastructure. responsibility_ 

All inventory items 
captured and updated 
as necessary. 

Support Vo lP Maintain current VolP Vol P infrastructure is 
components located infrnstructure consistently up (99%) 
in the A PI-II S Makc improvements and working. 
campuses III the where needed Improvement plans 
Western. Central Answer JiUpport calls arc completed 
Northeast and and support USDA Support issues arc 
Southeast Regional APHIS staff resolved 10 
Office~ (Primary completion. 
function). 

Monitor VoW Maintain current VolP VolP down time 
equipmellt each day infrastructure statist ics. 
to ensure th'lt Answer support calls Support issues are 
USDA AI'II IS and support USDA resolved 
LAN/WAN is API-li S staff 
operational and Monitor VolP 
available to ArJIIS. infmSlructure includes. 

but is not limited 10. 
checking the 
follo .... 1ng: Routers, 
Switches, VPN 
Concentrators 

Perfol1ns hardware Applymg system Applying system 
and software patches patches 
maintenance voir Working with vendors Working with 
components. to resolve software vendors to resolve 

problems software problems 
Workin~ with vendors Working with 

Vo lP diagrams 
updated with all 
Vol I' updates and 
changes. Inventory 
updated with all 
new serial numbcn; 
when equipment is 
rOlated out with 
Vcndon; through 
maintenance 
contracts. 

VolP down time 
statistics 
Improvement plans 
are implemented 
Support issues 
within the 
contractors control 
are resolved 

VolP infrastructure 
is consistently up 
(99%) and 
Support issues 
within the 
contractors control 
are resolved to 
completion 

Consistency in the 
following areas: 
Applying system 
patches 
Working with 
vendors to resolve 
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to resolve hardware vendors to resolve 
problems. including hardware problems, 
coordination of the including 
replacement of coordination of the 
de fective parts as replacement of 
necessary defective parts as 

necessary 

software problems 
Working with 
vcndors 10 resolve 
hardwl.lre problems, 
including 
coordination of the 
replacement of 
defective parts as 
necessarY 

CLINS 1009, 2009, 3009, 4009. 5009 - Network Operatiollal Support 

APHIS Business J)eliverable Performance Monitoring 
Requirement Measure Method 

Planning. Network diagrams Completed Visia Network diagrams 
implementing. and (Visto) kept updated. diagrams. Support updated with all 
overseei ng day-to- logs. Implementation network updates 
day operations of Dai ly suppon of all schedules, inventory and changes. 
WAN and LAN API-liS network records and Inventory updated 
co mponents that components in area of with all new serial 
compri~e API II S 's responsibility. numbers when 
net work equipment is 
infraslnlcture. A II inventory items rotated out with 

captured and updated Vendors through 
as necessary. maintenance 

contracts. 

Suppon networki ng fl.ofaintain currem Network Nct\\-"Ork down 
componcnt!; locatL'ti network infrastructure infrastructure is time statistics 
in the APIII S Makc imprO\·cmems consislendy up (99%) Improvcment plans 
campuses in the where needed and working. arc implememed 
Western. Central Answer suppon calls I mprovcmc nt plans Suppon issues 
Nonheast and and suppon USDA arc complcted withinlhc 
Southeast Regional AP HI S staff Suppon issues arc contractors control 
Offices (Primary resolved to arc resolved 
function). comDlction. 

Monitor networkinc: Maintain current Network down time Nctwork 
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equipment each day network infrastructure statistics. 
to cn~urc that Answer support calls Support issues arc 
USDA APIIIS alld support US DA resolved 
LAN/WAN is APHIS stall 
operational and r-,'Ionilor network 
aVUllable 10 AP i.J IS. infrastructure includes. 

but is not limited to. 
checking the 
following: Routers. 
Switches. VPN 
Concentrators 

I'crfonns hardware Applying system Applying system 
and :-;ofiware patches patches 
mainlcnllncc Working with "endors Working with 
nChvork to resolve software "cndors to resolve 
components. problems son ware problems 

Working with vendors Working with 
to resolve hardware vendors 10 resolve 
problems, including hardware problems. 
coordination of the including 
replacement of coordination of the 
defective parts as replacement of 
Ilccess.:1.ry defective parts as 

necessary 

GOVERNMENT ROLES AND RESPONSIBILITIES 

infrdSlruclure is 
consistently up 
(99%) and 
Support issues 
within the 
contractors control 
are resolved to 
completion 

Consistency in the 
following areas: 
Applying system 
patches 
Working with 
vendors to resolve 
software problems 
Working with 
vendors to resolve 
hardware problems, 
including 
coordination of the 
replacement of 
defective parts 3." 

necessary 

Contracting Officer (CO): All contract related issues shall be addressed with the 
following contacts : 
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Contracting Officer Technical Representative (COTR) - The COTR contact listed is 
the only person authorized to interact with the contractor under this contract for 
technical related issues: 

Project Manager (PM) • The contact listed will be the person authorized to interact 
with the Contracting Officer, COTR and the Contractor under this contract for 
project management related issues: 

GOVERNMENT FURNISHED PROPERTY 

The Government shall provide a copy of all available program code and documentation as it 
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relates to the program areas. The Government will furnish: 

• A copy of the Functional Design Specification 
• Source code of comparable systems 
• USDA Web -Style Guide 
• USDA e-Authenlication Guide 
• A copy of DR4030-1: Section 508 Implementation - Final Guidance. 

GOVERNMENT FURNISHED FACILITY ANDIOR PLACE OF PERFORMANCE 

32 

All work will be done al Government facilities. Travel costs must be pre-approved by the COTR. 

All Contractor personnel attending meetings, answering Government telephones , working on site, 
where their Contractor status is not known to third parties. must identify themselves as 
Contractors, to include wearing 10 badges, which identify them as Contractor personnel. This 
also includes identifying yourself as a Contractor on US Government Email Systems. Unless 
otherwise directed by the COTR, all documents produced or revised by Contractors or developed 
through Contractor participation must be marked as "Contractor generated documentsB or 
otherwise identified in a manner that disdoses the contractor's participation. 

INVOICE REqUIREMENTS 

The Contractor shall submit invoices to the CO after the deliverables have been accepted by the 
Government. All invoices shall be supported with a written detailed list of accomplishments that 
is collaborated with the weekly progress reports and identifies the CLiN Number. The Contractor 
shall be paid only after meeting the performance standards of the deliverables. If the COTR 
determines that the Contractor does not meet the performance standards, they are required to 
notify the CO and the Contractor immediately for resolution. In the event of a dispute on meeting 
the performance standards, the CO will intervene. 
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